
Deep RL-based Volt-VAR Control and Attack

Resiliency for DER-integrated Distribution Grids

Motivation & Research Objective

▪ Stealthy adversarial white-box attacks potentially 

manipulate the control actions of DRL-VVC, 

jeopardizing the reliability and resilience of the 

entire power distribution network. It is crucial to 

protect the control actions of DRL-VVC, which 

can lead to voltage instabilities, power 

fluctuations, equipment damage, and cascading 

failures in distribution grids.
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Research Objective:

➢ Develop a DRL framework for VVC policies for 

the distribution grid for regulating bus voltages 

and optimizing power distribution.

➢ Propose a stealthy cyberattack technique on the 

trained advantage actor-critic (A2C) DRL agent, 

which compromises the control policies of VVC.

➢ Propose a mitigation techniques against stealthy 

cyber-attacks to enhance grid stability and 

minimize voltage irregularities in the smart grid.

➢ Performed impact analysis to determine the 

effectiveness of the mitigation technique on the 

IEEE-13 bus system.

Proposed Methodology

Conclusion and Future Work

Proposed DRL-based VVC framework for stealthy attack and mitigation

▪ The proposed stealthy cyberattacks on the trained A2C 

DRL Model and mitigation technique by clipping the 

action vector. 

▪ Experimental results demonstrate the 100% voltage 

violation reduction and improved reward function.
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Case Study: DRL Action Clipping Mitigation Strategies for Volt-Var Control

Stealthy Cyberattacks on DRL Model
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❖ Adversarial white-box attacks 

on the deployed DRL model.

❖ Action clipping techniques 

reduce voltage violations. 

❖ The result shows zero voltage 

violations on the IEEE-13 Bus.

❖ The mitigation techniques 

improved the reward, making 

the smart grid more robust to 

cyber-attack dynamics.

Observations

▪ Stealthy adversarial white-box attacks are performed by 

manipulating the control action space of the trained 

DRL model. 

▪ Performed attacks on the IEEE –13 Bus distribution 

grid capacitors, regulators, and batteries. 

▪ Restrict the DRL action vector within the predefined safe bounds to prevent the agent from taking 

significant deviations in control actions.

▪ Performed the effectiveness of mitigation techniques on IEEE –13 Bus distribution grid.

Voltage Violations after adversarial white box attack

Future Work:

▪ Developing an interpretable DRL model for 

transparency and trustworthiness of control actions.
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